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1. MISSION AND FUNCTIONALITIES OF THE SITE

This guide provides a short walkthrough of the CYBERSECURITY Luxembourg website
(https://cybersecurity-luxembourg.com/).

1.1. Mission

It is a comprehensive, central and neutral information gathering portal for the Luxembourgish
cybersecurity community.

1.2.  Functionalities

1. Central information point of cybersecurity-related news and events (What’s Up? and
Where to meet? pages).

2. Aninformation portal presenting the ecosystem: everything you want to know about
the Luxembourg cybersecurity ecosystem. The portal presents the actors of the
ecosystem in the private-, public sectors, and the civil society.

3. The My CYBERLUX site allows you to gain full access to the platform and become part
of the ecosystem by playing an active role and shaping its future. Once your request
is approved, you can create an account and ask for an assignment to a company. If you
are part of a company, you may suggest modifications about the company you are
assigned to.

This functionality of the website is different from the above two since you cannot only search
for information, but you may also manipulate and modify data. The home page of the site
looks as follows:
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Image 1: Home page of the CYBERSECURITY Luxembourg portal


https://cybersecurity-luxembourg.com/

In the header section of the home page, you may choose among eight options.
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Image 2: Header section of the home page of the CYBERSECURITY Luxembourg website

1. CYBERSECURITY Luxembourglogo - navigate back to Home

2. Global Search — search functionality of the site
3. About — What is CYBERLUX?

4. My CYBERLUX — Login or register

5. What’s up? — Latest news

6. Where to meet? — Cybersecurity events

7. Ecosystem — View on the community

8. Newsletter — Our monthly selection

My CYBERLUX

Login or register

(4

& Newsletter

Our monthly selection
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In the remainder of this document, these options are analysed one by one in more detail.

2. CYBERSECURITY LUXEMBOURG LOGO

It is the official logo of the ecosystem. Wherever you are on the platform, click on this logo to

navigate back to the landing page.

3. GLOBAL SEARCH

By using this search field, you may search on the whole platform. The search query should
contain at least three characters, and the search is carried out among the tags, news, event
items, articles and company names. By populating the search field and hitting enter, the
search results are shown in the lower section of the landing page. The search results are

grouped and displayed in the following order:

Suggested tags
News

Events

Entities

PN



4. ABOUT - What is CYBERLUX?

By clicking on the About link in the header section of the landing page, you are directed to the
About page (https://cybersecurity-luxembourg.com/about). The About page has several
functions. These functions are represented in the sections as follow:

1. A foreword from Mr Franz Fayot, Minister of the Economy
Mr Fayot speaks about the necessity of a digital economy, the mapping of the national
cybersecurity ecosystem and the national cybersecurity strategy.

2. CYBERSECURITY Luxembourg, a trusted cybersecurity ecosystem for a flourishing

digital economy
What is ‘CYBERSECURITY Luxembourg’? What are the key national cybersecurity
stakeholders and what the objective of this initiate is?

3. A comprehensive web portal to boost the cybersecurity community
This section answers the question: why and how this web portal was created?

4. Join the Cybersecurity Luxembourg Ecosystem!
You can join the ecosystem (by clicking on the Register your entity here button), and read
more about the methodology used for the ecosystem mapping by clicking on the grey
down-pointing triangle at the bottom of the page.

5. MY CYBERLUX - Login or register

By clicking on the My CYBERLUX link in the top right-hand corner, you can navigate to the My
CYBERLUX page (https://my.cybersecurity-luxembourg.com/ ). You can either log in to your
CYBERSECURITY Luxembourg private space or create an account.

From the My CYBERLUX page, follow the ‘Go to CYBERSECURITY Luxembourg portal’ link in
the top right-hand corner to navigate back to the home page. Instructions for using the My
CYBERLUX page are integrated into the portal itself in the form of text bubbles.


https://cybersecurity-luxembourg.com/about
https://my.cybersecurity-luxembourg.com/

r MY CYBERLUX

CYBERSECURITY LUXEMBOURG PRIVATE SPACE

LOGIN

CREATE AN ACCOUNT

Image 3: My CYBERLUX website to log in or create an account for the platform

6. WHAT'S UP? — Latest news

The What’s up? section of the CYBERSECURITY Luxembourg website contains the latest news.

Its subsections are as follows:

Institutional news
Shows news and events on an international scale.

Cybersecurity Breakfast

This section contains three parts: a call to action to
become a partner for the Breakfast series, the link
to the forthcoming Breakfast, and one to the last
Breakfast.

Létz Talk about Cyber

A series of interviews with eminent people working
in the field of cybersecurity. The informal
conversation is not just about professional but also
about personal stories, motivation, etc.

Call to Action

The Call to Action announces an
important event (for example,
the Cybersecurity Week
Luxembourg) and ‘calls for
action” of the ecosystem
partners.

Tech Corner

An article series on current
cybersecurity-related topics for
a tech-savvy audience.

© Consult all news

The Consult all news button navigates to the main What’s up? page. You can land on the same
page by clicking on the What’s up? link in the header section of the landing page (Link 5,

shown in image 2).




Either way, you are directed to the What’s up? page (https://cybersecurity-
luxembourg.com/news).

6.1. Sections of the What's up? page

The What’s up? page contains three main sections, as can be seen in the screenshot below:

‘@’ CYBERSECURITY o wyovaEaX
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A trusted cybersecurity ecosystem for a flourishing economy

What'sup?  Where to meet?  Ecosystem &3 Newsletter
Latest news Cybersecurity events YView on the community Our monthly selection
CYBERSECURITY LUXEMBOURG ~ WHAT'S UP?
Topic (st least 3 characters)
Service classification elect
Article category Select.

"Ons Wirtschaft vu muer”, une feuille de route pour accompagner la transformation de I'économie...

Approuvée par le Conseil de gouvernement en date du 16 juin 2021, |a feville de route s'appuie sur les legons 3 tirer de la pandémie, sur les
réflexions entamées dans le cadre du processus Rifkin, sur les mégatendances globales auxguelles est exposé le Luxembourg ainsi que s

INSTITUTIONAL NEWS - LUXEMBOURG

Baden-Wii berg — Luxemburg: Auftakt einer erfolgreichen Kooperation unter Nachbarn
YBERSECURITY Luxembourg core team member and SECURITYMADEIM.LU security expert, Steve Clement, introduced the ecosystem
roject to the audience of the E-Mission Baden-Wiirttemberg - Luxembourg: Start of successful cosperation among neighbors organized

INSTITUTIONAL NEWS - LUXEMBOURG

Image 4: Sections of the What’s up? page
6.2. Search fields of the What’s up? page

At the top of the What’s up? page, there are three search fields for fine-tuning your search
over the articles on the platform.

Topic: type in at least three characters, so the search engine runs and looks for words in the
title or in the abstract of the articles on the platform which contain the string you searched
for. The search results are shown in the lower part of the page.

Service classification: you can also search among the news articles by using the ECSO’s value
chain classification (the main categories are as follows: Identify, Protect, Detect, Respond,
and Recover). Within the main categories, there are numerous sub-categories to choose from:


https://cybersecurity-luxembourg.com/news
https://cybersecurity-luxembourg.com/news

CYBERSECURITY LUXEMBOURG ~ WHAT'S UP?

Topic (at least 3 characters)

Service classification

Select ~ l

Article category VALUE CHAIN - IDENTIFY
IDENTIFY - Business Impact Analysis
IDENTIFY - Governance, Risk & Compliance (GRC)
IDENTIFY - IT Service Management
IDENTIFY - Risk Management solutions & services
IDENTIFY - Risk Management Strategy development & consulting
IDENTIFY - Security Certification

O A

Image 5: Service classification search functionality of the What’s up? page

This search type is helpful if you know which ECSO category you want to search among the
articles.

Article category: in the last search field, you can search the site as per the below categories:

CYBERSECURITY LUXEMBOURG =~ WHAT'S UP?

Topic (at least 3 characters)

Service classification Select...
Article category |Se|e<:t”. v
CALLTO ACTION

CYBERSECURITY BREAKFAST

| INSTITUTIONAL NEWS - EUROPE

| INSTITUTIONAL NEWS - LUXEMBOURG
LETZ TALK ABOUT CYBER

TECH CORNER

Image 6: Article category search functionality of the What’s up? page

These are the categories that can be found in the different sections of the landing page. This
search can be handy if you want to read only Luxembourg-related institutional news or only
Europe-related or only Tech Corner-related news and articles, for example.

6.3. How does the filtering work?

For all three search options, the relevant search results (if any) appear immediately beneath
the search fields. For example, in case we choose ‘IDENTIFY — Business Impact Analysis’ from
the dropdown menu Service classification, the search result/s appears beneath the search
fields:



What'sup?  Where to meet?  Ecosystem &5 Newsletter

Latest news Cybersecurity events View on the community Our monthly selection

CYBERSECURITY LUXEMBOURG ~ WHAT'S UP?

Topic (at least 3 characters)

Service classification Select...

IDENTIFY - Business Impact Analysis X

Article category Select...

Interview with Pascal Steichen

Business Impact Analysis

2020 is over, what comes now? Interview with Pascal Steichen, CEO of SECURITYMADEIN.LU.

04 JAN 2021 Know more

&« 1-l1on1l >

Image 7: Filtering functionality of the What’s up? page during operation

The chosen tag ‘IDENTIFY — Business Impact Analysis’ is shown under the Service classification
search box and can be seen in the search results as well.

You may use several tags for the same search field. In the below screenshot, five tags are used
for the search category Service classification:

What'sup? ~ Where tomeet?  Fcosystem & Newsletter

Latest news Cybersecurity events View on the community Our monthly selection

CYBERSECURITY LUXEMBOURG =~ WHAT'S UP?

Topic (at least 3 characters)

Service classification Select...

IDENTIFY - Business Impact Analysis X PROTECT - Anti-Spam %
IDENTIFY - Security Certification X PROTECT - Application Security X

PROTECT - Cloud Access Security Brokers X

Article category Select...

Image 8: Several tags can be used in the Service classification and the Article category search categories

The tags can be easily removed by clicking on the ‘X’ sign at the end of the tag.



You may also use two or all three search categories at the same time. The list of the search
results is refreshed immediately. For example, in case you choose ‘DETECT — Cyber Threat
intelligence’ from the dropdown menu Service classification, and ‘Institutional News —
Europe’ as Article category, the search result/s appears beneath the search fields as follows:

What'sup?  Where to meet?  Ecosystem & Newsletter

Latest news Cybersecurity events View on the community Our monthly selection

CYBERSECURITY LUXEMBOURG ~ WHAT'S UP?

Topic (at least 3 characters)

Service classification Select...

| DETECT - Cyber Threat Intelligence X |

Article category I Select... v

| INSTITUTIONAL NEWS - EURCPE X |

x T T Ad Hoc Working Group on EU Cybersecurity Market
L
x en’sa - | INSTITUTIONAL NEWS - EUROPE CALLTO ACTION
* *
* * VION AGEN

"

The call for applications for the selection of members for ENISA's Ad Hoc Working group on "EU Cybersecurity Market" has been relaunched.

POST Luxembourg présente les principales cybermenaces recensées au 2&éme trimestre 2021 dans sa
publication trimestrielle « Météo de la Cybersécurité »
PosT Group
P—— Security Operations Center (SOC) DDoS Protection Cyber Threat Intelligence

Chaque trimestre, I'equipe Cyberforce de POST Luxembourg expose dans un rapport intitulé « Météo de la Cybersécurité » Iétat et les tendances en matiére de
cybermenaces au Grand-Duchg, tels que pergus via la gestion des incidents de sécurité par le CSIRT (Computer Security Incident Response Team) de POST.

Image 9: All three search categories can be used at once. In this image, the Service classification and the Article
category search categories are used, and their relevant search results with tags can be seen

6.4. Know more

If you hover your mouse over this button, it becomes active. By clicking on this button, you
can navigate to and read the full article.
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Latest news Cybersecurity events View on the community Our monthly selection

CYBERSECURITY LUXEMBOURG ~ WHAT'S UP?

Topic (at least 3 characters)
Service classification Select...

Article category Select...

INSTITUTIONAL NEWS - EUROPE %

rom

x * Ad Hoc Working Group on EU Cybersecurity Market
*
* enisa | INSTITUTIONAL NEWS - EUROPE CALL TO ACTION
* "
* x e

The call for applications for the selection of members for ENISA's Ad Hoc Working group on "EU Cybersecurity Market" has been relaunched.

Image 10: An example search result with the button ‘Know more’

7. WHERE TO MEET? — Cybersecurity events

The ‘Where to meet’ section of the CYBERSECURITY Luxembourg website shows all
forthcoming events where you can meet with other ecosystem members.

© Open the calendar

The Open the calendar button takes you to the Where to meet? page to see the calendar and
the list of all coming events. This page can also be reached by clicking on the Where to meet?
link in the header section of the home page (Link 6, shown in image 2).

7.1.  Sections of the Where to meet? page

The Where to meet? page consists of two sections. In the top, you can see two search fields
and a calendar, whereas, in the lower section, the search results are shown:

10



CYBERSECURITY LUXEMBOURG ~ WHERE TO MEET?

Topic (at least 3 characters)

Service classification Select...
Ti B Next September 2021 Month Veek Day Agenda
Sun Mon Tue Wed Thu Fri Sat
9 ) 31 01 02 03 04
05 06 07 08 09 10 11

FIC - Lille

12 13 14 15 16 17 18

ICT SPRING EUROPE European Security Fo...

15 20 21 22 23 24 25
26 27 28 235 30 01 02

Image 11: Sections of the Where to meet? page (the search functionality and the calendar)
7.2.  Search fields of the Where to meet? page

Topic: type in at least three characters, so the search engine runs and looks for words in the
title or in the abstract of the event articles on the platform, which contain the string you
searched for.

Service classification: you can also search among and filter the event articles by using the
ECSO’s value chain classification (the main categories are as follows: Identify, Protect, Detect,
Respond, and Recover). Within the main categories, there are numerous sub-categories to
choose from (the same as in the What’s up? page, see image 5).

The events are in blue in the calendar. The length of the blue bar represents the length of the
relevant event.

11



8. ECOSYSTEM — View on the community

8.1. Mission of the Ecosystem section

This section of the CYBERSECURITY Luxembourg portal lists all entities active in the field
of cybersecurity. They are divided into 3 categories according to their function: Private
companies, Public entities and Civil society organisations.

By hovering over the mouse of the parts Private companies, Public entities and Civil society
organisations, the relevant part becomes active (highlighted) and by clicking on them you
can navigate to the specific subpage for further information.

8.2. How to reach the ecosystem page?

The Ecosystem Overview section can be found at the bottom of the home page of the
CYBERSECURITY Luxembourg website. As its name implies, it is an up-to-date overview, where
you can see how many private companies, public entities and civil society organisations are
part of the Luxembourg cybersecurity ecosystem.

' ECOSYSTEM OVERVIEW

319 38 9

Private companies Public entities Civil society organisations

© Go to the ecosystem platform

Image 12: The Ecosystem Overview section on the landing page of the CYBERSECURITY Luxembourg website

The Go to the ecosystem platform button directs you to the ecosystem page. The ecosystem
page (https://ecosystem.cybersecurity-luxembourg.com/) can also be reached by clicking on
the Ecosystem link and Ecosystem home sublink in the header section of the home page:

12


https://ecosystem.cybersecurity-luxembourg.com/

.. -5 g .
9 About My CYBERLUX ]
‘%’ CY B E RS Ec U R I TY . ¥ -3 q wna?ilslcvmwxv logiyn oF register ﬁ
#’Q LUXEMBOURG = ) o D
A trusted cybersecurity ecosystem for a flourishing economy .
What's up? ;\Ihere tomeet?  Ecosystem & Newsletter
Latest news Cybersecurity events View on the community Our monthly selection

Ecosystem home

Private sector

Solution and service providers

Public sector

Authorities and regulators

Civil society

Collective strengths

Dashboard

Global view

Map
Geographic view Civil society
organisations

Discover this community with outstanding skills and

knowledge offering an extensive expertise in cybersecurity.

Image 13: Follow the link Ecosystem — Ecosystem home on the home page of the Luxembourg Cybersecurity
Ecosystem to navigate to the Ecosystem page

8.3. Ecosystem landing page

You may navigate to the landing page of the Ecosystem section in both ways. The landing
page of the ecosystem looks as follows:

"' CYBERSECURITY PR S v
# '@ LUXEMBOURG

A trusted cybersecurity ecosystem for a flourishing economy

What'sup?  Where to meet?  Ecosystem 3 Newsletter

Latest news Cybersecurity events View on the community Our monthly selection

Looking for a company or entity in the field of
cybersecurity in Luxembourg?

Search among the 300+ players that make up the ecosystem

How to use the platform?

Private sector Dashboard

Solution and service providers Global view

Map

Geographic view

Public sector

Authorities and regulators

Civil society

Collective strengths

Image 14: Landing page of the Luxembourg Cybersecurity Ecosystem
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You may search among the actors of the ecosystem according to their function (Private sector,
Public sector, or Civil society) and their geographical distribution (Map), or consult with a
visual representation of the ecosystem (Dashboard).

The functionalities of the ecosystem page can be reached in two ways:

1. From the header menu, by clicking on the item ‘Ecosystem’ and choosing the top sub-
menu Ecosystem home (as described above).

About My CYBERLUX

What is CYBERLUX? Logtn or subscribe

What'sup?  Where to meet? BXENC & Newsletter

Latest news Cybersecurity events View on the community Our monthly selection
Ecosystem home

lODkillg fora UL EIVRLRE  private sector
cybersecurity in Luxembou |t
Public sector

Search among the 300+ players that /SRR

How to use the platform?

Private sector
Solution and service providers
Public sector
Authorities and regulators
Civil society
Collective strengths

Image 15: Ecosystem functionalities can be reached from the header menu

Civil society
Collective strengths

Dashboard

Global view

Map

Geographic view

2. From the Ecosystem section’s landing page, by clicking on any of the links circled
below:

About My CYBERLUX

What is CYBERLUX? Login or subscribe

What'sup? ~ Where to meet?  Ecosystem & Newsletter
Latest news Cybersecurity events View on the community Our monthly selection

Looking for a company or entity in the field of
cybersecurity in Luxembourg?

Search among the 300+ players that make up the ecosystem

How to use the platform?

Private sector Dashboard
Solution and service providers Global view

Map

Public sector Geagraphic view

Authorities and regutators

Civil society

Collective strengths

Image 16: Ecosystem functionalities can be reached from the Ecosystem website

14



The options you may choose from are as follows:

1. Private sector — Solution and service providers
2. Public sector — Authorities and regulators

3. Civil society — Collective strengths

4. Dashboard — Global view

5. Map — Geographic view

8.4. Private sector

By clicking on the Private sector link, you can navigate to the Private sector page
(https://ecosystem.cybersecurity-luxembourg.com/privatesector):

‘:‘afs"' CYBERSECURITY A e
#’4 LUXEMBOURG

A trusted cybersecurity ecosystem for a flourishing economy

What'sup?  Where to meet?  Ecosystem & Newsletter

Latest news Cybersecurity events View on the community  Our monthly selection

B REGISTER YOUR ENTITY HERE

Company name (at least 3 characters)
Cybersecurity as a core business only
Startup only

Classification Select...

Learn mere about the classification

Image 17: Private sector page

At the top, you can find the header section. Beneath that, a breadcrumb shows your position
among the pages (Cybersecurity Luxembourg/Ecosystem/Private sector).

8.4.1. Register your entity

You may register your entity by clicking on the REGISTER YOUR ENTITY HERE button. By
clicking on it, you are navigating away to the MY CYBERLUX page. There, you should either log
in or create an account to register your entity (see Chapter 5. MY CYBERLUX — login or
register).

15



8.4.2. Private sector filter - Use filters to navigate through the private sector entities

The filter can be found under the REGISTER YOUR ENTITY HERE button. You can filter among
the private entities of the ecosystem by using four search fields. If you click into one of the
fields, it becomes active:

CYBERSECURITY LUXEMBOURG =~ ECOSYSTEM  PRIVATE SECTOR

B REGISTER YOUR ENTITY HERE

Company name (at least 3 characters) |

Cybersecurity as a core business only
Startup only

Classification Select...

Learn mere about the classification

' 311 COMPANIES

Image 18: Private sector filter with the active ‘Company name’ option
The search options on the Private sector page are as follows:
1. Company name: use at least three characters to filter among the private entities
2. Cybersecurity as a core business only: by default, it is set to ‘No’. By clicking into this
field once, the filter changes to option ‘Yes’. The search results are refreshed and show

only those entities whose core business is related to cybersecurity. If we set this filter
to ‘Yes’, the search result shows 86 companies:

CYBERSECURITY LUXEMBOURG ~ ECOSYSTEM  PRIVATE SECTOR

B REGISTER YOUR ENTITY HERE

Company name (at least 3 characters)

Cybersecurity as a core business only

Startup only

Classification Select...

Learn more about the classification

' 86 COMPANIES

Image 19: Private sector filter with the ‘Cybersecurity as a core business only’ option set to ‘Yes’
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3. Startup only: as its name implies, you may filter for startups among companies in the
private sector.

- REGISTER YOUR ENTITY HERE

Company name (at least 3 characters)

Cybersecurity as a core business only

Startup only

Classification Select...

'74 COMPANIES

Image 20: Private sector filter with the ‘Startup only’ option set to ‘Yes’

Learn more about the classification

4. Classification: this filter uses the ECSO Cybersecurity Market Radar, which groups
private companies based on their five capabilities as follows:

Identify
Protect
Detect
Respond
Recover

ukhwnN e

These capabilities represent the different parts of the cybersecurity value chain. By clicking
on the ‘Classification’ filter, a dropdown menu appears representing the ECSO classification
options. This filter enables you to filter among the private sector entities according to the
ECSO classification options:

17


http://www.ecs-org.eu/documents/uploads/ecso-cybersecurity-market-radar-brochure.pdf

CYBERSECURITY LUXEMBOURG = ECOSYSTEM  PRIVATE SECTOR

B+ REGISTER YOUR ENTITY HERE

Company name (at least 3 characters)

Cybersecurity as a core business only

Startup only

Classification ‘Select”. v
VALUE CHAIN - IDENTIFY -
IDENTIFY - Business Impact Analysis

' 311 COM PAN I ES IDENTIFY - Governance, Risk & Compliance (GRC)
IDENTIFY - IT Service Management
IDENTIFY - Risk Management solutions & services
IDENTIFY - Risk Management Strategy development & ting
IDENTIFY - Security Certification

Image 21: Private sector ‘Classification’ filter options in the dropdown menu (examples)

You may use all filters at the same time. By doing so, you may narrow your search and find
the company you are looking for quicker.

CYBERSECURITY LUXEMBOURG =~ ECOSYSTEM = PRIVATE SECTOR

B REGISTER YOUR ENTITY HERE

Company name (at least 3 characters) Man
Cybersecurity as a core business only
Startup only

Classification Select...

'1CUMPANIES

#mans Mans s.a.r.|.

IDENTIFY - Business Impact Analysis x

Learn more about the classification

<« 1-lon1l -

Image 22: By using more filter options at the same time, you may narrow down your search results

The search results are shown at the bottom of the page. Once a filter is used, the search
results are refreshed and shown immediately.

18



8.5.  Public sector

By clicking on the Public sector link, you can navigate to the Public sector page:

t%"' CYBERSECURITY P Mt
#'Q LUXEMBOURG

A trusted cybersecurity ecosystem for a flourishing economy

What'sup?  Where to meet?  Ecosystem & Newsletter

Latest news Cybersecurity events View on the community QOur monthly selection

CYBERSECURITY LUXEMBOURG ~ ECOSYSTEM  PUBLIC SECTOR

Entity name (at least 3 characters)

Legal framework Select...

Image 23: Public sector page

At the top, you can find the header section. Beneath that, a breadcrumb shows your position
among the pages (Cybersecurity Luxembourg/Ecosystem/Public Sector).

8.5.1. Public sector filter - Use filters to navigate through the public sector entities

The filter can be found under the breadcrumb. You can filter among the public entities of the
ecosystem by using two search fields: Entity name and Legal framework.

If you click into one of the fields, it becomes active:

CYBERSECURITY LUXEMBOURG =~ ECOSYSTEM  PUBLIC SECTOR

Entity name (at least 3 characters) l | l

Legal framework Select...

Image 24: Public sector filter with the active ‘Entity name’ option
Entity name

Use at least three characters to filter among the entities in the public sector.
Legal framework

The second field is used to filter among the entities as per their role in the legal framework.
If you click into this field, a dropdown menu appears, and you can see the options to choose

19



from (CIP, CSA, elDAS, ENISA, GDPR, NIS, PSD2, PSDC, PSF). You may use the scrollbar on the
right to navigate among the menu items.

CYBERSECURITY LUXEMBOURG ~ ECOSYSTEM  PUBLIC SECTOR

Entity name (at least 3 characters)

Legal framework I ‘Se\ect”. ~ l

Critical Infrastructure Protection (CIP)
PUBI_IB SEBTDR Cybersecurity Act (CSA)
electronic IDentification, Authentication and trust Services (elDAS)
European Cybersecurity Competence Network and Centre
European Union Agency for Cybersecurity (ENISA}
General Data Protection Regulation (GDPR)

Network and Information Security (NIS)

Image 25: Public sector ‘Legal framework’ filter options in the dropdown menu (examples)

The search results are shown at the bottom of the page. Once a filter is used, the search
results are refreshed and shown immediately. If you choose the option ‘European Union
Agency for Cybersecurity (ENISA)” from the dropdown list of the search field ‘Legal
framework’, the following three entities appear at the bottom of the page:

CYBERSECURITY LUXEMBOURG ~ ECOSYSTEM  PUBLIC SECTOR

Entity name (at least 3 characters)

Legal framework Select...

European Union Agency for Cybersecurity (ENISA) x

' PUBLIC SECTOR

Agence Nationale de la Sécurité des CERT Gouvernemental du Luxembourg

ARSI systémes d'Information ANSSI IVCERT (GOVCERT.LU)

SECURITYMADEIN.LU

SECURITY
MADEIN.LU

<« 1-30n3 >

Image 26: Public sector search result example with the ‘Legal framework’ filter option ‘ENISA’ on

The chosen tag can be seen beneath the ‘Legal framework’ search field, and the search results
show the entities that meet the selected filter criteria. You may click any of the search results
to navigate further. If you choose SECURITYMADEIN.LU, the following page appears:
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CYBERSECURITY LUXEMBOURG ~ ECOSYSTEM  COMPANY  SECURITYMADEIN.LU

SECURITY SECURITYMADEIN.LU
MADEIN.LU

Offer information about and a platform of the Luxemburgish cybersecurity ecosystem, provide incident response and cybersecurity tools

Creation date: 2010-05-05

Classification within the public actors of the ecosystem

Critical Infrastructure Protection (CIP)

Cybersecurity Act (CSA)

electronic IDentification, Authentication and trust Services (elDAS)
European Cybersecurity Competence Network and Centre
European Union Agency for Cybersecurity (ENISA)

General Data Protection Regulation (GDPR)

Network and Information Security (NIS)

Payment Services Directive Two (PSD2)

Prestataires de Services de Dématérialisation ou de Conservation

H3Rionnels du secteur Financier de Support [PSF)

Image 27: Public actor ‘SECURITYMADEIN.LU’ page with the visual representation of its Legal framework
classification

The breadcrumb  shows your position on the website (Cybersecurity
Luxembourg/Ecosystem/Company/SECURITYMADEIN.LU).

The company logo, name, and short description or mission of the company can be found
under the breadcrumb. You may also visit the company website by clicking on the “Visit
website’ button.

At the bottom of the page, you may see the classification of the chosen company. The blue

circle indicates the function of the public entity in the legal framework. SECURITYMADEIN.LU
is the cybersecurity agency of the local companies and municipalities of Luxembourg.

8.6.  Civil society

By clicking on the Civil society link, you can navigate to the Civil society page:
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®? CYBERSECURITY o
#'Q LUXEMBOURG

A trusted cybersecurity ecosystem for a flourishing economy

What'sup?  Where to meet?  Ecosystem & Newsletter

Latest news Cybersecurity events View on the community Our monthly selection

B REGISTER YOUR ENTITY HERE

Entity name (at least 3 characters)
Industry vertical Select...
Image 28: Civil society page

At the top, you can find the header section. Beneath that, a breadcrumb shows your position
among the pages (Cybersecurity Luxembourg/Ecosystem/Civil Society).

8.6.1. Register your entity
You may register your company by clicking on the REGISTER YOUR ENTITY HERE button. By
clicking on it, you are navigating away to the MY CYBERLUX page. There, you should either log
in or create an account to register your company (see Chapter 5. MY CYBERLUX — login or
register).

8.6.2.  Civil Society filter

The filter can be found under the breadcrumb. You can filter among the civil society entities
of the ecosystem by using two search fields: Entity name and Industry vertical.

Use at least three characters to filter among the entities in the civil society. If you click into
one of the fields, it becomes active:

B’ REGISTER YOUR ENTITY HERE

Entity name (at least 3 characters)

Industry vertical Select...

Image 29: Civil society filter with the active ‘Entity name’ option
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The second field is used to filter among the entities as per their industry vertical (Aerospace,
Defense, Education, Healthcare, Manufacturing, etc.) in the ecosystem.

B REGISTER YOUR ENTITY HERE

Entity name (at |east 3 characters)

Industry vertical |Se|ect.‘. w

INDUSTRY VERTICAL - Accomodation & Food services activities
BIVI I- SOCI ETY INDUSTRY VERTICAL - Aerospace
INDUSTRY VERTICAL - Aerospace & defense
INDUSTRY VERTICAL - Arts Entertainment and recreation
INDUSTRY VERTICAL - BFSI
INDUSTRY VERTICAL - Cleantech

INDUSTRY VERTICAL - Defense

Image 30: Civil society ‘Industry vertical’ filter options in the dropdown menu (examples)

8.7. Dashboard

The Dashboard is a global view and visual representation of the ecosystem. It can be reached
in two different ways:

1. Byfollowing the header menuitem Ecosystem and choosing the sub-menu Dashboard:

About My CYBERLUX

What is CYBERLUX? Login or subscribe

What'sup? ~ Where to meet? RRIGHREN & Newsletter

Latest news Cybersecurity events View on the community Our monthly selection
Ecosystem home

Looking for a company or ¢ [
cybersecurity in Luxembou et
Public sector

Search among the 300+ players that s and requlators

How to use the platform?

Private sector

Solution and service providers Dashboard
Global vew
Public sector
Authorities and reguiators Map

Geographic view

Civil society

Collective strengths

Image 31: The Dashboard can be reached from the header menu

Civil society
Collective strengths
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2. By choosing the Dashboard option directly from the Ecosystem home page:

About My CYBERLUX

What is CYBERLUX? Login or subscribe

What'sup?  Where to meet?  Ecosystem & Newsletter

Latest news Cybersecurity events Viesr on the community Our monthly selection

Looking for a company or entity in the field of
cybersecurity in Luxembourg?

Search among the 300+ players that make up the ecosystem

How to use the platform?

Private sector Dashboard
Solution and service providers Global view

5 Map
Public sector Geographic view

Authorities and regulators

Image 32: The Dashboard can be reached directly from the Ecosystem page
The Dashboard itself is divided into three parts as follows:

1. Companies

2. National strategy & governance

3. National actors

By default, you land on the Companies section (https://ecosystem.cybersecurity-
luxembourg.com/dashboard). This is the uppermost part of the site.

8.7.1. Companies

¢l COMPANIES

88 Companies With Cybersecurity As Diversified Solutions
A Core Business

944

Total employees

32

Created during the last 5 years

29

Start-ups

Image 33: The Companies section of the Dashboard

You can scroll either with your mouse or choose a different section of the page by clicking on
the navigation panel in the top right-hand corner of the screen:
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¥¥ National strategy & governance

1+

Image 34: The navigation panel of the Dashboard page

You can hide this navigation panel by clicking on the upward pointing arrow at the bottom of
the panel.

8.7.2. National strategy & governance

12 NATIONAL STRATEGY & GOVERNANCE
Haut-Commissariat a la Institut Luxembourgeois de Service de Renseignement de Departement of Media, Ministry of the Economy Ministry of Foreign and
Protection Nationale Régulation I'Etat Lzlgcommummmnsann Digital European Affairs
icy

Serving The Public Sector Serving The Private Sector

R SECURITY
MADEIN.LU

ctie .=

Image 35: The National Strategy & Governance section of the Dashboard

8.7.3.  National actors

NATIONAL ACTORS X

Authorities & Regulators 4ls Specific Legal Frameworks

& et CNPD| :
e .
(D tovpsn ety Compeec oo s e

- oo'o 0 i (5) taropean Unia Agency for Cybersecuty (DISA)
N bl () General Data Protection Reguttion (609R)
PETTUT LUKEMBOURGEOS (7) Network and Intecmatian Secesity (NIS)
A4 DE REGULATION

() Payment Services Dicective Two (#502)

() ritattrasructure Fotection (69)
(2) oypseceniy et (cs4)

O

CAA COMMISSARIAT 10) Professionness du Sectews Fisancier de Support (98F)
AUX ASSURANCES
Education & Research Sectoral PPPs
BEE =z gi® GINERT  esante i
Infrachain
wni.ln o LUXEMBOURG
Loxtusosns —< . DIGITAL
NS TECuNoLOeY LIST@ l LUXITH. LU'C IX ggmuovmon
L. HUB
© o bk

Image 36: The National actors section of the Dashboard
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8.8. Map

The Map is a geographic representation of the ecosystem. It can be reached in two different
ways:

1. By following the header menu item Ecosystem and choosing the sub-menu Map:

About My CYBERLUX

What 1s CYBERLUX? Login or subscribe

What'sup? ~ Where to meet? BEXHREL] & Newsletter

Latest news Cybersecurity events View on the community Our monthly sefection
Ecosystem home

Looking for a company or e [EPSWe.
cyhersecurity in Luxembou Solution and service providers
Public sector

Search among the 300+ players that n Authorities and regulators

How to use the platform?
Private sector
Solution and service providers
Public sector
Authorities and regulators
Civil society
Collective strengths

Image 37: The Map can be reached from the header menu

Civil society
Collective strengths

Dashboard

Global view

Map

Geographic view

2. By choosing the Map option directly from the Ecosystem landing page:

About My CYBERLUX

What is CYBERLUX? Login or subscribe

What'sup? ~ Where to meet?  Ecosystem &2 Newsletter

Latest news Cybersecurity events View on the community  Our monthly selection

Looking for a company or entity in the field of
cybersecurity in Luxembourg?

Search among the 300+ players that make up the ecosystem

How to use the platform?

Private sector Dashboard
Solution and service providers Global view

: Ma
Public sector m':mm

Autherities and regulators

Civil society

Collective strengths

Image 38: The Map can be reached directly from the Ecosystem page
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Both options take you to the Map. By default, you can see all actors (private sector, public
sector and civil society entities) in the ecosystem represented by blue pins on the map.
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Image 39: The Map shows by default the geographical distribution of all actors of the ecosystem
8.8.1. Zoom in and out

You may zoom in by clicking on the ‘+’ sign or zoom out by clicking on the ‘- sign in the top
left-hand corner.

8.8.2. Go back

You can navigate back to the homepage of the CYBERSECURITY Luxembourg website by
clicking on the blue Go back button in the lower left-hand corner of the Map.

8.8.3.  Show/hide actors

You can filter among the actors by using the panel in the top right-hand corner:

SHOW CIVIL SOCIETY

SHOW PRIVATE
SECTOR

SHOW PUBLIC
SECTOR

Image 40: By using the panel in the top right-hand corner, you may filter among the actors of the ecosystem
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By default, all filters are set to ‘Yes’, which means that the filter shows the relevant group
(civil society, private sector, public sector). By clicking on a filter once, it changes to ‘No’ (it
becomes inactive and hides the chosen group on the map).

If you click on the ‘Show private sector’ once, the private companies disappear from the map,
and only the public entities and civil society organisations remain visible:
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Image 41: By hiding the private sector members, only the actors of the civil society and the public sector remain

visible on the Map

You can zoom in and click on any pins to get further info on the chosen entity. A text bubble
appears showing the name of the actor of the ecosystem. Beneath the name, there is a More

info link.
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Image 42: You may zoom in and click on a pin to get further info about the chosen actor of the ecosystem

By clicking on the More info link, you can navigate to the description page of the entity.

CYBERSECURITY LUXEMBOURG ~ ECOSYSTEM  COMPAI

Computer Incident Response Center

- Computer Incident Response Center Luxembourg (CIRCL)
&Y. circl.lu

Computer Incident
Response Center
LUXEMBOURG

The Computer Incident Response Center Luxembourg (CIRCL) is a government-driven initiative designed to gather, review, report and respond to computer security threats and
incidents. CIRCL is the CERT for the private sector, communes and non-governmental entities in Luxembourg. CIRCL provides a reliable and trusted point of contact for any users,
companies and organizations based in Luxembourg, for the handling of attacks and incidents. Its team of experts acts like a fire brigade, with the ability to react promptly and
efficiently whenever threats are suspected, detected or incidents occur. CIRCL's aim is to gather, review, report and respond to cyber threats in a systematic and prompt manner.

Cybersecurity as a core business

Creation date: 2008-01-01

Classification within the public actors of the ecosystem

Critical Infrastructure Protection (CIP)

Cybersecurity Act (CSA)

electronic IDentification, Authentication and trust Services (elDAS)
European Cybersecurity Competence Network and Centre
European Union Agency for Cybersecurity (ENISA)

General Data Protection Regulation (GDPR)

Network and Information Security (NIS)

Payment Services Directive Two (PSD2)

Prestataires de Services de Dématérialisation ou de Conservation

Pmmnnels du Secteur Financier de Support (PSF)

Image 43: The company page of the Computer Incident Response Center (CIRCL)
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9. NEWSLETTER — Our monthly selection

By clicking on the Newsletter link in the header section (Link 8, shown in image 2), a pop-up
appears where you can sign up for the monthly Newsletter of the Luxembourg Cybersecurity
Ecosystem.

‘
o

Monthly Newsletter of the Luxembourg
Cybersecurity Ecosystem.

y” | NEWSLETTER

‘ CYBERSECURITY ECOSYSTEM

Your subscription follows our standard Legal and Privacy Policy

I'm not a robot

Register

Image 44: Registration pop-up for the monthly Newsletter of the Luxembourg Cybersecurity Ecosystem.
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